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Investigations 2.0:

Technology as the Force Multiplier, Smarter, Leaner, Faster
How Smart Technology is Redefining Scale, Speed, and Modern Investigations
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Counsel for Large-Scale Investigations
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Investigator Skills

How working for Prosecutors taught me the foundations of a good investigator

Picture: LegalCareerPath.com
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The Reason for the Change

Digitalization
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' Collection and 1
' preservation of data

« Forensic imaging, i.e. phones i
« Remote collection !
« Targeted collection |

X-Ways

Forensics

. 4.0 Cellebrite b !

Adapted EY slide

Examples of Technologies Used

. Processing and :
' reviewing data
'+ Integrating uncommon data types
! (chats, audio files)

i+ Audit trail / protocol of the review !
i+ Technology assisted review

‘nexidia
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. Preliminary data |
. assessment

« Forensic Data Analytics: Evaluating |
i and presenting analysis of |
! structured data
« Filter data to reduce volume
* Produce unverified results
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Reducing data with
Search Terms

Being leaner

The Use of Al in Investigations

Results - finding
the needle in the
haystack

Being faster and smarter
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Protecting privacy
with Redactions

Ensure confidentiality
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Search Term Secrets

* Biggest secret: You can skip search terms completely

* If needed, Al provides you within seconds a list of terms
commonly expected for a specific allegation
‘ — example inheritance dispute and corruption court case

* Prompting between liberty and accuracy: You have to become
3 a master in using Al to not miss hits nor to have too many data
| left.
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Facts Finding Secrets

' How to achieve the “smarter, leaner and faster”:

* Cross-verification supports single source hits

i * Alreveals what humans overlook
— example discrimination allegation / expense fraud

*  Prompting matters
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Good Promts - Bad Promts 1/2

“Find emails that show influence peddling.”
* Does not define what influence peddling means
* Does not explain who is involved

* No search criteria, no limit
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Good Promts - Bad Promts 2/2

* Task Description / Objective

“You are now a fraud investigator searching for hints of influence
peddling...” “Search through all emails, attachments, messages and
notes for any hints that Hunter Biden used his fathers' position to create
business opportunities...” etc.

. * Criteria

“Look for communication where the father’s position is named, power or
influence is mentioned, and where counter-offers are made which are not
common for the type of business...” etc.

* Deliverable

“Produce a structured list with email sender, recipient, date, time,
unaltered quoted text from the email that meets the criteria, a brief
summary of 2 sentences of why the email indicates influence peddling,
and a confidence score between 1-10 with 10 being the highest
confidence about the hit.” etc.
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Automated Redactions Secrets S

* Explain yourself
* Request an explanation

. * Time consuming staff training, deployment and control of
j individuals becomes redundant
! — example wide scale tax evasion allegations
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*  Working method - technology as an instrument:
w Al use must be learned and trained to get outstanding results

* Trust:
! Good investigators manage to build the bridge between parties
with up-to-date technology

. * Resources:
; Nowadays there are no large investigation teams needed
| anymore

MAXIMILIAN PILZER CONCERTMASTER
N. Y. PHILHARMONIC ORCHESTRA 1917
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Contact
Désirée A. Schreyer
Attorney-at-Law, LL.M.
Counsel for Large-Scale Investigations
DesireeSchreyer@gmail.com
as of 1t February:
Nater Dallafior Rechtsanwalte AG
Schreyer@ndlegal.ch
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Appendix

ChatGPT Ultimate Prompting Guide

1. Tone: Specify the desired tone (e.g., formal, casual, informative, persuasive)

2. Format: Define the format or structure (e.g., essay, bullet points, outline, dialogue)

3. Act as: Indicate a role or perspective to adopt (e.g., expert, critic, enthusiast)

4. Objective: State the goal or purpose of the response (e.q., inform, persuade, entertain)

5. Context: Provide background information, data, or context for accurate content generation.
6. Scope: Define the scope or range of the topic

7. Keywords: List important keywords or phrases to be included.

8. Limitations: Specify constraints, such as word or character count

9. Examples: Provide examples of desired style, structure, or content.

10. Deadline: Mention deadlines or time frames for time-sensitive responses.

11. Audience: Specify the target audience for tailored content.

12. Language: Indicate the language for the response, if different from the prompt.
13. Citations: Request inclusion of citations or sources to support information.

14. Points of view: Ask the Al to consider multiple perspectives or opinions.

15. Counterarguments: Request addressing potential counterarguments.

16. Terminology: Specify industry-specific or technical terms to use or avoid

17. Analogies: Ask the Al to use ai

ralogies or examples to clarify concepts
18. Quotes: Request inclusion of relevant quotes or statements from experts.
19. Statistics: Encourage the use of statistics or data to support claims.

20. Visual elements: Inquire about including charts, graphs, or images.

21. Call to action: Request a clear call to action or next steps.

)
[N

. Sensitivity: Mention sensitive topics or issues to be handled with care or avoided.

Source: LinkedIn 2023
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